[Practice name] Patient Photo Policy
Change the parts in [brackets]. Ask your privacy officer or your lawyer to read the policy before you use it. Delete this line when you are done.
Scope. This policy applies to everyone who works at or for [practice name]. This includes temporary staff, contractors and students.
Approved app. Take patient photos only in [approved clinical photo app]. Never use your phone’s own camera app, screenshots or messaging apps (such as WhatsApp or text messages) for patient photos.
Personal phones. [Choose one option and delete the other.]
Option 1: Do not use personal phones, tablets or cameras for patient photos. Use only the devices that [practice name] gives you.
Option 2: You may use your personal phone or tablet for patient photos only if you agree to these rules: use only [approved clinical photo app] to take and keep patient photos, keep a passcode on the device, and remove the app and any patient photos from the device when you leave [practice name]. [Add any other rules your clinic needs.]
Consent. Confirm photo consent is on file before the first photo. Never use a patient photo in marketing, social media or a website without the patient’s signed authorization.
Taking the photo. Open the patient’s record first. Take the photo in [approved clinical photo app]. Make sure no other people, and no papers with patient details, can be seen in the photo.
Storage. Keep patient photos only in the patient’s record. If you find a photo saved anywhere else, delete it the same day and tell the privacy officer.
Access. Use only your own login. Never share your password. Open or share a patient photo only when your job needs you to. Share patient photos only through your clinic’s approved systems.
Patient photos sent to us. Ask patients to send photos through [secure upload method]. If a patient sends a photo by text message or email, move the photo to the patient’s record, delete the copy from the message or email, and tell the privacy officer.
Lost devices. Report to [privacy officer name] right away if a phone, tablet or computer that can open patient photos is lost or stolen.
Leaving. Your access to patient photos ends on your last day.
Breaking this policy. If you do not follow this policy, you may need to be retrained, or you may be subject to [disciplinary action set by your clinic], up to the end of your employment.
  I have read and understand this policy.
	 
	 
	 
	 
	 

	Name
	 
	Signature
	 
	Date


Note: This template is not legal advice. Before you use it, consult your lawyer.
Source: CureCast, https://dr.curecasthealth.com/blog/staff-patient-photo-policy/
